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CDX

1 Introduction

The Central Data Exchange (CDX) is a web-based system used for various electronic
environmental data submissions to the United States Environmental Protection Agency (EPA).
CDX allows users submitting data to EPA to register for specific programs of interest. CDX also
allows offices within EPA to use a common framework where a user can access different data
flows to satisfy reporting requirements across multiple program offices. More information about
CDX is available at https://cdx.epa.gov/.

1.1  Purpose

The purpose of this document is to walk through the registration and user profile management
processes in CDX for the Chemical Safety and Pesticide Programs (CSPP) program service,
which enables users to make submissions for Toxic Substances Control Act (TSCA) programs.
This document assists new users with registering with CDX and the CSPP program service as
well as reacquaint existing users with new system processes and registering for specific CSPP
roles.

1.2 Topics Covered

This document covers the CDX registration process for the CSPP program service. The sections
are described below:

e Section 2 lists the system requirements. This section describes what a user needs to access
and interact with CDX.

e Section 3 outlines main CDX navigation. This section guides the user through the CDX
screens that do not require a user account.

e Section 4 describes the CDX core registration process. This section introduces a user to the
CDX registration process.

e Section 5 describes additional verification processes that users may have to go through after
registration. This section applies to users registering for flows that require additional identity
verification. Additionally, this section will walk a user through the different verification
processes that he/she could face based on the program service he/she selects.

e Section 6 provides guidance regarding selecting and registering for the appropriate user
role(s) for the CSPP data flow applications including:

- Section 5 Notices and Supports

~ Chemical Data Reporting (CDR) 2012-2016
- CDR 2020

— Section 8(a) Nanoscale Materials

- Section 8(b) — eNOA

— Section 8(e) Notice

- Title VI

— Section 12(b) Export Notification
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- Risk Evaluation Rule

- For Your Information (FYI)

- Section 4, and

- Mercury Electronic Reporting (MER)

e Section 7 describes the role sponsorship module and the process of registering for additional
agent/consultant roles as it applies to the Section 5 Notices and Supports, Section 8(a)
Nanoscale Materials, Section 8(b) — eNOA, Section 12(b) Export Notification, Risk
Evaluation Rule, Mercury Electronic Reporting, and CDR 2020.

e Section 8 describes the multiple Authorized Official (AO) functionality. This section guides
the user through how to utilize this functionality.

e Section 9 describes the process of managing user and organization information and adding
program services after a user has completed the initial registration process.

e Section 10 describes the log in process for returning users. This section will identify what a
return user should expect after their initial log in.

e Section 11 gives a MyCDX overview. This section will review existing and new functions of
the system and walk a user through navigating the new system.

1.3  Application Support

Help can be accessed by using the following options:

e By Telephone:
Person-to-person telephone support is available from 8:00 am to 6:00 pm eastern standard
time/eastern daylight time (EST/EDT). Call the CDX Help Desk’s toll-free line at 888-890-
1995 or 970-494-5500 for callers from Puerto Rico and Guam.

e By Email:
Send an email to Technical Support at helpdesk@epacdx.net with “Technical Support” in the
‘Subject’ line.

¢ By Chat:

Click the ‘Chat with the CDX Help Desk’ link on the ‘Contact Us’ page to generate a web
form to enter information regarding your help request.

¢ By Contact Form:

Enter information in the text fields under the ‘Contact Form’ section of the ‘Contact Us’
page.
e By Website:

Users can contact the CDX team from the ‘Contact Us’ screen at https://cdx.epa.gov/Contact
and read the help section at https://cdx.epa.gov/Help.

A ‘Frequently Asked Questions’ (FAQ) section is also available.
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2 System Requirements
To use CDX, the following are required:
¢ An e-mail account
e JavaScript enabled web browser
e Internet access
e Adobe Acrobat Reader 11 or higher
2.1  Supported Browsers

¢ VVendor supported versions of Internet Explorer (IE) or Edge
- Go to the following link to download:
https://support.microsoft.com/en-us/help/17621/internet-explorer-downloads

¢ VVendor supported versions of Mozilla Firefox
- Go to the following link to download:
https://www.mozilla.org/en-US/firefox/new/

¢ VVendor supported versions of Safari
- Go to the following link to download:
https://support.apple.com/downloads/

¢ VVendor supported versions of Google Chrome
- Go to the following link to download:
http://www.google.com/chrome

2.2 Screen Resolution

Screen resolution should be set to 1024 x 768 or greater.
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3 CDX Main Navigation

The following section provides an overview of the pages that are accessible upon first navigating
to the CDX Homepage before beginning the registration process.

3.1 Overview

CDX is an application used by EPA program offices and various stakeholders to manage
environmental data transmitted to EPA to meet reporting requirements. As part of the CDX
system, the user registration component is used to facilitate user access to a program service.
Within the user registration component, program offices have the ability to define the roles and
information required by new users to complete the registration process. Based on the program
service and role combinations, each program has different information that a user must provide.
CDX captures the requirements for each program service and role and prompts the user for only
the information required. Some require identity proofing and/or additional information
processing. The following sections walk through how a user registers for the CSPP program
service.

3.2 CDX Homepage

The CDX homepage is the landing screen from which you have the ability to access and interact
with CDX. The CDX home screen can be accessed by the following link: https://cdx.epa.gov,
and provides the user with the following features:

e Log In: If you already have a CDX account, you may log into the system by entering your
user identification (ID) and password information and clicking the ‘Log In’ button located on
the right-hand side of the screen.

e Registration: If you do not have a CDX account, click the ‘Register with CDX’ button to
begin the registration process outlined later in this section.

e \WWelcome Announcement: This text area provides welcome text that is visible to all users
who visit CDX.

e Important Alerts: The alerts in the ‘Notices’ box that appear below the ‘“Welcome
Announcement’ provide you with system or program-specific information. The ‘Notices’ box
will only appear if there are any alerts regarding CDX.

¢ Warning Notice and Privacy Policy: The ‘Warning Notice and Privacy Policy’ statements
are displayed on the CDX homepage providing you with a list of the terms of use for the
CDX system, whether you decide to log into, or register with, the system.

OPPT CIS CDX CSPP Registration User Guide August 17, 2021
4


https://cdx.epa.gov/

CDX

Exhibit 3-1 shows a screen capture of the ‘CDX Homepage’ screen (Scroll 1):
Exhibit 3-1 CDX Homepage Screen (Scroll 1)

“EPA
o’
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions

CD)% Central Data Exchange s

Log in to CDX
User ID

Password

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government
information systems;

5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-U.S. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
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CDX

Exhibit 3-2 shows a screen capture of the ‘CDX Homepage’ screen (Scroll 2):

Exhibit 3-2 CDX Homepage Screen (Scroll 2)
|
Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice and Privacy Poli

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.5. Government
information systems;

5. at any time, the U.5. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

6. at any time, the U.5. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-U.5. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
personnel misconduct measures, law enforcement, and counterintelligence inquiries; and

8. you may not process or store classified national security information on this computer system.

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site
and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this information available for other
purposes unless reguired by law. EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Reqister: March
18, 2002 (Volume 67, Number 52)][Page 12010-12013].

3.2.1 About CDX

From the CDX homepage, you can access the ‘About CDX’ screen from the tab labeled About’
at the top of the screen. The ‘About CDX’ screen provides general information about CDX
system requirements and procedures that site users should be aware of concerning regulation,
user information, and system information. Tabs are available across the top part of the CDX
homepage for a user to read information regarding specific CDX topics. Additional information
is provided in the ‘FAQ’ section. Please see Section 11.5 for more information on the ‘FAQ’
screen.
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CDX

Exhibit 3-3 shows a screen capture of the ‘About CDX’ screen (Scroll 1):
Exhibit 3-3 About CDX Screen (Scroll 1)

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)& Central Data Exchange conteLls

Log in to CDX
User ID

Password

I
“LogIn  Register with COX

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

About CDX

Regulation | User Information | | System Information |

The CDX registration site supports the requirements and procedures set forth under the EPA's proposed Cross-Media
Electronic Reporting Regulation. The following language about registering for Central Data Exchange comes from Part D (i.e.
"Submitter registration process") of the Section 3.2000 (i.e. "What are the criteria for acceptable electronic document
receiving systems?"):

An acceptable electronic document receiving system must require that anyone who submits an electronic document to the
system first register with the agency to which the document is to be submitted. The registration process must establish the
identities of both the registrant, who is the prospective submitter, and any entity that the registrant is authorized to represent,
and must establish that the registrant is authorized to submit the document in question for the entity being represented. In
addition, where the documents to be received will require signature, the registration process must:

(1) Establish the registrant's identity, and the registrant's relation to any entity for which the registrant will submit
electronic documents, with evidence that can be verified by information sources that are independent of the registrant and
the entity or entities in question and that would be sufficient to identify the registrant as the signature holder for purposes
of supporting litigation consistent with paragraph (b) of this section;

(2) Establish and document a unique correlation between the registrant and the code or device that will constitute or
create the electronic signature of the registrant as a submitter;
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CDX

Exhibit 3-4 shows a screen capture of the ‘About CDX’ screen (Scroll 2):
Exhibit 3-4 About CDX Screen (Scroll 2)

(2) Establish and document a unique correlation between the registrant and the code or device that will constitute or
create the electronic signature of the registrant as a submitter;

(3) Require that the registrant sign on paper, or in such other manner or medium as the Administrator in his or her
discretion may determine as appropriate for a category of electronic reports, an electronic signature agreement specifying
at @ minimum that the registrant agrees to:
(i) Protect the electronic signature from unauthorized use, and follow any procedures specified by the agency for this
purpose;
(i) Be held as legally bound, obligated, or responsible by use of the assigned electronic signature as by hand-written
signature;
(iif) Where the signature method is based on a secret code or key, maintain the confidentiality of each component of
the electronic signature;
(iv) In any case, never to delegate the use of the electronic signature, or in any other way intentionally provide access
to its use, to any other individual for any reason; and
(v) Report to the entity specified in the electronic signature agreement, within twenty-four hours of discovery, any
evidence of the loss, theft, or other compromise of any component of an electronic signature;
(4) Provide for the automatic and immediate revocation of an electronic signature in the event of:
(i) Any actual or apparent violation of the electronic signature agreement;
(ii) Any evidence that the signature has been compromised, whether or not this is reported by the registrant to whom
the signature was issued; or
(iif) Notification from an entity that the registrant is no longer authorized by the entity to submit electronic documents
on its behalf;
(5) Require that the registrant renew his or her electronic signature agreement at least once every two years, or upon
request by EPA, with a renewal agreement that:
(i) Complies with the provisions listed in paragraph (d)(3) of this section; and
(i) Includes the registrant's certification that he or she has complied with provisions listed in paragraph (d)(3) of this
section since issuance of the signature, and that all reports submitted under the signature since the electronic signature
agreement was last signed were reviewed and submitted by the registrant;
(6) Provide for a registrant who is surrendering his or her electronic signature to certify that he or she has complied with
provisions listed in paragraph (d)(3) of this section since issuance of the signature and that all reports submitted under the
signature since the electronic signature agreement was last signed were reviewed and submitted by the registrant.

322 Recent Announcements

From the CDX homepage, you can access the ‘Recent Announcements’ screen from the tab
labeled ‘Recent Announcements’ at the top of the screen. This page provides an extended list of
announcements, both current and archived. The most recent announcements are displayed as
important alerts on the homepage. If an alert on the homepage is too long, it will display in a
teaser format with a hyperlink to view more details. Upon clicking the hyperlink on the
homepage, the user will be directed to the ‘Recent Announcements’ screen to view the
announcement in its entirety. An ‘Older announcements’ link displays at the bottom of a set of
announcements to display announcements from the past six months.
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CDX

Exhibit 3-5 shows a screen capture of the ‘Recent Announcements’ screen:

Exhibit 3-5 Recent Announcements Screen

“EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD}& Central Data Exchange = Concils

Log in to CDX
User ID

Password

I
“logIn  Register with COX

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Recent Announcements

Announcements for: 9/6/2014 - 3/6/2015

Tuesday, January 27, 2015:

sunday, February 8, 2015 - 8:00 PM to 12:00 AM ET - Server Maintenance: CDX and the Exchange Network may experience intermittent outages
due to server maintenance.

Friday, November 14, 2014:

Saturday, November 22, 2014 - 6:00 AM to 12:00 PM ET - Database Upgrades: CDX Web and the Exchange Network may experience intermittent
outages due to database maintenance.

Tuesday, September 30, 2014:

Friday, October 3, 2014 - 9:00 PM ET to Saturday, October 4, 2014 - 12:00 PM ET — Database Maintenance: The FRS dataflows and registration
for CEDRI and CSPP will be intermittently unavailable due to database maintenance.

Monday, September 15, 2014:

Monday, September 15, 2014 — 3:00 PM to Tuesday, September 16, 2014 — 8:00 AM ET — CDX Web and the Exchange Network may experience
intermittent outages due to system patching.

Older announcements

323 Terms and Conditions

From the CDX homepage, you can access the ‘Terms and Conditions’ screen from the tab
labeled ‘Terms and Conditions’ at the top of the screen. This page provides the terms and
conditions for use of CDX. This includes EPA’s privacy statement, warning notice, and user
credential notices. Any user who registers for or has a CDX account is legally bound by these
conditions.
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CDX

Exhibit 3-6 shows a screen capture of the ‘Terms and Conditions’ screen (Scroll 1):
Exhibit 3-6 Terms and Conditions Screen (Scroll 1)

{2 )
N P
\’ E A United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

Contact Us

CD) Central Data Exchange

Log in to CDX
User ID

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Terms and Conditions

The access and use of CDX Registration for the electronic submittal of environmental information require the creation of a user ID
and password that I must maintain and keep confidential. T will review the following steps concerning the creation and
maintenance of a user ID and password.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand
and consent to all of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government
purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil,
administrative, or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on
U.S. Government information systems;

5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize
any authorized or unauthorized communication to or from U.S. Government information systems or information used or stored
on U.S. Government information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized
device, to include non-U.S. Government owned devices, that stores U.S. Government information;
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CDX

Exhibit 3-7 shows a screen capture of the ‘Terms and Conditions’ screen (Scroll 2):

Exhibit 3-7 Terms and Conditions Screen (Scroll 2)

5. at any time, the U.5. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize
any authorized or unauthorized communication to or from U.S. Government information systems or information used or stored
on U.S. Government information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized
device, to include non-U.5. Government owned devices, that stores U.5. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or
disclosed for any lawful government purpose, including but not limited to, administrative purposes, penetration testing,
communication security monitoring, personnel misconduct measures, law enforcement, and counterintelligence inquiries; and

8. you may not 